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8.3 Study on Supporting 256-bit Algorithms for 5G (FS_256-Algorithms) (Rel-16)
1
Decision/action requested

Add requirements on symmetric algorithms and conclusion of the TR.
2
References

3
Rationale

There are many differences between provisioning of asymmetric and symmetric algorithms. Firstly, there is no approved quantum resistance asymmetric algorithm, but it is widely believed that 256-bit symmetric algorithm is strong enough for quantum computing attack. Secondly, it seems it will take a long time for SAGE to evaluate a candidate symmetric algorithm.Thus we think the evaluation on symmetric algorithm should be launched earlier. Third, asymetric algorithm in NG is usually implemented by software, but symmetric algorithms are implemented by specific hardware. Thus updaing base stations would result in large investment for mobile network operator. Last, IPsec and TLS have already support 256-bit algorithm as an option. Thus, air interface should keep a same secure capability with upper layer applications.
4
Detailed proposal

*************** Start of Change 1 ****************
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*************** Start of Change 2 ****************
14
Potential Requirements

14.1 Asymmetric Algorithm
There is an established long term threat to the asymmetric algorithms used in 5G for both UE to network communications and serving network to home network communications (see clause 6).  As there are currently no approved quantum safe replacements for the current asymmetric cryptography based methods, these methods should be designed so that quantum safe mechanisms can be specified later in a way that is protected from bidding down attacks.

For methods that use Diffie-Hellman for key agreement, these methods should be extensible for new Quantum safe key agreement mechanisms and tolerant of longer messages to deliver these key agreements.

Once there are approved quantum safe privacy algorithms, an appropriate one should be chosen and added to the privacy mechanisms available in 5G. (Note: the privacy mechanism used is already extensible and protected.)

14.2 Symmetric Algorithm
Asymmetric algorithm in NG is usually implemented in software, while symmetric algorithms, e.g., confidentiality and integrity protection algorithms are almost always implemented in hardware on the network side. If 256-bit algorithm is supported in a later release, e.g., Rel-17, of 5G, while updating core network functions may be less problematic, however, updating base stations that have already been deployed would be more difficult as it may require additional engineering and design and therefore result in large investment for mobile network operator.
As mentioned in Section 4, studies have shown that 256-bit symmetric algorithm is strong enough for quantum computing attack. Evaluation on symmetric algorithm should be launched as soon as possible, regardless whether it is required in Rel-16 or not.  
14.3 Keep a same secure capability with IPsec and TLS
According to RFC 4309[40], in IPsec, the default key size is 128 bits, and implementations MUST support this key size.  Implementations MAY also support key sizes of 192 bits and 256 bits.
According to RFC 5246[41], AES_256_CBC is used for confidentiality in TLS. In TLS 1.3 (RFC 8446[42]), it is required that a TLS-compliant application MUST implement the TLS_AES_128_GCM_SHA256 cipher suite and SHOULD implement the TLS_AES_256_GCM_SHA384 and TLS_CHACHA20_POLY1305_SHA256 cipher suites.
Since the network security protocols used in the core network already support 256-bit algorithms, it is reasonable that the 5G air interface supports 256-bit algorithms to ensure that the entire network has the same level of security.
*************** End of Change 2 ****************
